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1. Plesk Panel - opcenito

Plesk Panel sucelje sluzi za upravljanje mail i web uslugama.

Adresa: https://domain.tld:8443/

(pri cemu je domain.tld naziv Vase domene, npr. iskon.hr)

& Databases

il statistics

A Users

049 Account

Kopo Testni (304037-6392) ~

kopo-ned.ca comhe @rep- plesk
Websites & Domains
This is where you set up and manage websites. a
o Add Domain <= Add Subdomain < Add Domain Alias /
" Scheduled Task
kopo-ned.c-a.com.hr
~
Website at fal httpde IP address: 213.202.100.77  System user: zkoponed6360hr
—
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or Select
stowLess
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kopo.iskontest.com

Allas for kopo-ned.c-a.com.hr (Activated services: DNS, Web)

9 Hosting Settings 49 Ope:

SHOW MORE



2. Dodavanje nove domene

U okviru “Websites & Domains” odaberite opciju “Add New Domain”.

Search.. Q

Websites & Domains

@ Websites & Domains This is where you set up and manage websites.

& Mail

> Add Domain | <> Add Subdomain < Add Domain Alias

Na sljede¢em ekranu pod “Domain Name” unesite ime Vase domene.

Pod “Hosting type” birate Zelite li da domena bude otvorena kao novi web, kao prosljedivanje na
drugu domenu, ili da samo bude aktivirana za DNS administraciju.

Ako ste odabrali “Website hosting”, pod “Hosting settings” unosite ime direktorija za Document root

— folder u koji éete postaviti sadrzaj Vaseg weba i koji ¢e biti javno dostupan. Jednom kad ste sve
unijeli, odaberite “OK”.

Iskon.

Adding New Domain Name

You can register 3 new domain name at Services portal.

oggedin as Kopo Testni (304037-6392) ~
n kopo-ned.c-a.com.hr

@ Advisor @ Help~ p|e3k
@ Websites & Domains
Q Mail

Domain name * Www.

B Files The website's Internet addres:

Location of the website's files*  kopo-ned.c-a.com.hr Q
£ Databases
Hosting type Website hosting ¥

1l statistics
W Activate the DNS service

1 Users

¥l Activate the mail service

9 Account Hosting Settings

Document root * o/

The path to th

Preferred domain * www.<your_domain>

<your_domain> (recommended option)

® None
o which sits
Secure with an SSL/TLS Certificate
Secure the domain with Let's Encrypt
ryptis a certificate authority (CA) that allows you to create a free SSLITLS certificate for your domain. The certificate will be renewed automatically every month, By clicking the "OK” button you acknowledge that you have read and agree to the Let's Encrypt Terms of

Your Files to Copy to Hosting

Enable Git support

If you leave Git support disabled, the root directories (website/application root and document root) will be created empty, and the site wil display the default page in the browser, You will need to upload the files of your site to the document root using FTP or File Manager.
Alternatively, enable Git now or later (in Websites & Domains) and upload files from a Git repository.

# Required felds n




2.1. Dodavanje poddomene

U okviru “Websites & Domains” odaberite opciju “Add Subdomain”.

Kopo Testni (304037-63%2) » oo
kopo-ned.c-a.combhr @b~ plesk

Add a Subdomain

Subdomains are Internet addresses for different sections of your website. They use your main domain name and 2 prefix. For example. f your domain is domain.com

jbdomain might be store.domain.com.

Subdomain name * . kopo-ned.ca.com.hr B

Hosting Settings

Daes
i oecumentroce Y

Statistics

Users

Account UTLS certificate for your domain. The certif

be renawed automatically every month. 8y c

he “OK" button you acknowdedge that you have read 2nd agree to

2y the default page in the browser. You will need to upload the files of your site to the Gocument root using FIP or File Manager.

2.2.  Dodavanje domain aliasa

U okviru “Websites & Domains” odaberite opciju “Add Domain Alias”.

Kopo Testni (304037-6392) ~ : ~
iskon. oo TN CMT S @ yop- plesk

Websies & Dormains
Add a Domain Alias

@ websites & Domains.

Domain alias name * v,

& wmail

S Fles for the domain* kopo-ned.c-a.com hr
Settings

8 oatab:
@l synchronize DNS zone with the primary Gomain

o statstics @ Mai zervce

T @ Web service

@ Rediect with the KTTP 301 code

9 Account > "
o




3. Hosting Settings

Hosting Settings sucelje Vam omogucava podesavanje hosting opcija i mogucnosti koje su
dostupne za Vasu web stranicu.

Kopo Testni (304037-6392)
kopo-ned.c-a.comhr

& Adviso

@b~ plesk

Hosting Settings for k

This is where you configure website hos

le for your site.

Domain name *

& Databases

1l sttistics

Users

jomain *

cacomr
W Account Kopo-ned.c-a.com

None

Security

data and trar SUTLS certificate on the site, and then sel

employ SSLITLS, install an

from HTTP to HTTPS

¥ Permanent SEQ-safe 30

Certificate

Encrypt kopo-ned.c-a.com.hr (kope-ned.c-acom.hr) ¥

Webs

pting and sta

Specify which of scripting languages should be interpreted, exec

or otherwise processed by the wet

*htm, %htmi files )

S5 support {us
PHP support & £.38: handler: FastCGl application

(Gl support

@ M

ft ASP support

¢ Micros

SP.NET suppx

ion 3.5.30729.4926 v)

Web statistics

 Custom error documents

* Required fields oK Apply u




4. Mail

Mail adresa se moZe kreirati preko Plesk Panela.

304037.6392) +
e @Hep~  plesk

& mMail
& Fles

£ Databases

Nakon Sto odaberete opciju “Create Email Address”, pojavit ¢e se dodatne opcije kod kreiranja mail
adrese. Takoder, ovdje mozete promijeniti lozinku, postaviti prosljedivanje, alias, auto-reply i spam
filter:

——
™ @ Hep~

comhr plesk

count Is associated with an additional user (Access 1o the Customer Panel Is enabled), the changes you make on this page affect this user's settings. Particularly. If you change the email acdress and password, the additional sers login and password wil be
new values as

Email address * pomoac @kopo-ned.c-a.comhr

tothe Customer Pane! (username: pOMOCEKOPO-Ned.c-3.com.hr)
b

Generate  Show
Confirm password

@ Mailoox

Description in Plesk

SReguedias “ m m




4.1.

Webmail

Webmail se nalazi na stranici — webmail.domena.tld

Korisnicko ime je cijela mail adresa.

Lozinka je ona koju ste odabrali prilikom kreiranja mail adrese.

Windows webmail (login):

= inbox (1
& Contacts
® Ocleted ftems
© orafts
1 sentitems
B Calendar
3 Notes
B Tk
& iy Files

I calendar  Ed Tasks

Tuesday, October 2, 2018

= Mailbox

Junk &-Mail

Defeted lrems 0

€ Account Usage
Disk Space Used
Disk Space Avaiable

Usage Percentage

Sign In

Q search il statistics
(=)&)

12:44:49 PM

Uz webmail, na mail sustav se mozZete spojiti i mail klijentom (MS Outlook, Outlook Express, ...)
koristeci sljedeée parametre:

dolazni mail server: pop.domain.tld gdje je domain.tld ime Vase domene



odlazni mail server: smtp.domain.tld (uz uklju¢enu opciju “server requires authentication”)
podrzani protokoli za dolaznu postu: POP3, IMAP
port za dolaznu postu: 110 (i za Secure i za non-Secure)

podrzani protokoli za odlaznu postu: SMTP

Prema pocetnim postavkama Vaseg mail klijenta, slanje mailova ide preko porta 25.

Ako iz bilo kojeg razloga imate poteskoca sa slanjem mailova preko porta 25 (port 25 blokiran kod
pruzatelja internet usluga) mailove mozete slati preko porta 587 (bez enkripcije) ili 465 (uz enkripciju
SSL).

4.2. Problem sa slanjem mailova

Ako imate problema sa slanjem mail poruka preko odlaznih mail posluzitelja svojih pruzatelja
internet usluga, savjetujemo Vam koristenje Iskon SMTP-a.

Kao korisnik Iskon hostinga imate mogucnost slanja mailova putem nasih mail sustava koristeci
smtp.vasa_domena.hr kao odlazni mail posluzitelj (outgoing mail server). Spajanje na nase mail
sustave zahtijeva autorizaciju koja je omogucena svim korisnicima na Plesk sustavu.

Kako dio pruzatelja internet usluga ima rezerviran port 25 za spajanje na svoje mail
sustave, predlazemo koriStenje porta 587 ili 465.

Parametri za podeSavanje mail klijenta su sljededi:

odlazni mail posluZitelj: smtp.vasa_domena.hr
uklju¢ena opcija “My outgoing server requires authentication”

port za izlaznu postu: 587 (bez enkripcije) ili 465 (sa enkripcijom SSL)



5. Baza podataka

Administriranje MySQL/MSSQL baza podataka vrsi se kroz Plesk suéelje u odjeljku 'Databases'.

gze Kopo Testni (304037-6392) ~ o
IS I(O n. kopo-ned.ca.comhr Badvisor  @rel~  plesk

Databases

@ websites & Domains Here you can create new or manage existing databases. =
-
& Mail 5= Add Database
& Files :
- Fle cisk304037hr6392_test  Assien this database to asite
Databases
E Host: 213.202.100.128 (MS SQL Server)  Users: pomocisk304037hr6392 dbuse Tables:0  Size: 16.0 MB
il satistics sHowLess
2 users - .
— o

9 Account

U navedenom sucelju moZete kreirati/brisati baze te istima dodjeljivati korisnike.



6. Statistika pristupa

Za izradu statistike pristupa web-stranicama koristimo program Webalizer. Sama statisti¢cka obrada
vrsi se jednom dnevno i to u ranojutarnjim satima. Slijede osnovni pojmovi za lakse razumijevanje
funkcija Webalizera.

Hits predstavlja ukupan broj zahtjeva serveru za zadano razdoblje (mjesec, dan, satisl...).

Files su oni hitovi za koje web-server nije generirao obavijesti, kao npr. “404-Not Found requests” i
“requests for pages that are already in the browsers cache”.

Tip kod promatranja razlike izmedu “hitsa” i “filesa” moZete dobiti grube predodzbe o broju
ponovljenih zahtjeva posjetitelja. Sto je veca razlika izmedu tih dviju veli¢ina, vise je korisnika
zahtijevalo stranice koje su vec keSirali.

Sites je broj jedinstvenih IP adresa (hostnamea) koje Salju zahtjeve serveru. Trebalo bi pripaziti da se
ti podaci ne zlorabe. Mnogi korisnici mogu pristupiti s neke stranice, takoder s raznih IP adresa, pa bi
se broj korisnika vasSeg servera trebao jednostavno kontrolirati.

Visits se javlja kada neki udaljeni korisnik (site) Salje zahtjev za stranicom na vasem serveru prvi put.
Sve dok se s iste stranice primaju zahtjevi, bez prijedenog timeout perioda, bit ée smatrani istim
posjetom (visitom). Ako korisnik (site) salje zahtjev vasem serveru, i vrijeme od proslog zahtjeva je
vece od zadanog timeouta (po defaultu 30 min), posjet se ponovno evidentira (broji).

Kilobyte (KB) je 1024 bajta. Koristi se da prikaZe koli¢inu podataka koja je bila prebacena izmedu
posluzitelja (servera) i udaljenog racunala na temelju podataka nadenih u logovima servera.

Site je udaljeno rac¢unalo s kojeg dolaze zahtjevi vaSem serveru, i baziran je na IP
adresi/hostnameu udaljenog racunala.

URL — Uniform Resource Locator (jedinstveni nacin lociranja). Svi zahtjevi prema web-serveru moraju
sadrzavati URL. URL predstavlja objekt negdje na serveru koji je dostupan udaljenom korisniku ili se
javlja error (ie: 404 — Not found). URL-ovi mogu biti bilo kojeg formata (HTML, audio, grafike...).



Referrers su oni URL-ovi koji vode korisnika do Vase stranice ili uzrokuju da pretrazivac (browser)
zahtijeva nesto s Vaseg servera. Veliku veéinu zahtjeva postavljaju Vasi vlastiti URL-ovi, posto HTML
stranice sadrze linkove prema drugim objektima, kao npr. grafickim datotekama. Ako jedna od Vasih
HTML stranica sadrzi linkove prema 10 grafickih datoteka (slika), tada ¢e svaki zahtjev za HTML
stranicom proizvesti 10 novih zahtjeva (hitsa) s referrerom oznacenim kao URL Vase vlastite HTML
stranice.

Search strings su dobiveni pregledavanjem referrera i traZenjem poznatih uzoraka kod raznih
pretrazZivaca. Pretrazivaci i uzorci za pretrazivanje (stringovi) mogu biti specificirani od strane
korisnika bez konfiguracijske datoteke.

User agents je uobicajeni naziv za pretrazivace (browsere). Internet Explorer, Mozilla Firefox, Opera,
Google Chrome... su pretrazivaci (user agents), i svaki se na neki nacin predstavlja vasem serveru.
Imajte svejedno na umu da mnogi pretrazivaci dozvoljavaju korisniku da promijeni ime servera s
kojeg pristupa vasoj stranici (reported name), pa mozete vidjeti falsificirano ime korisnika.

Entry/exit stranice su stranice koje se prve zahtijevaju kod pristupa (entry) i posljednje Salju
zahtjev za raskidanje veze (exit). Te stranice (podaci) su proracunavane koristenjem “vizit” logike.
Kada je posjet pokrenut, zahtijevana stranica se broji kao entry stranica, i svejedno koji je posljedniji
zahtijevani URL, broji se i kao exit stranica.

Countries je statisticki prikaz koji se bazira na vrSnoj domeni (com, hr, net...) zahtjevajuce stranice.
Posto danas nije uvjet da vrSna domena oznacava neku zemlju (npr. com — SAD), taj dijagram nije
u potpunosti dosljedan. Npr. .IL domene mogu biti aktivne u lzraelu, ali mogu biti locirane u SAD-u
ili drugdje. Najcesée vrsne domene su .COM (SAD komercijalne), .NET (mreza), .ORG (neprofitne
organizacije) i .EDU (obrazovne). Velik postotak zahtjeva takoder bi se mogao pokazati kao
nerazrijeSen/nepoznat, s obzirom da se za prilicno velik postotak DSL i drugih korisni¢kih ulaza ne
moze razrijesiti ime, tako da im ostaje samo IP adresa.

Response codes su definirani kao dio HTTP/1.1 protokola (RFC 2068). Te kodove generira web-
server i induciraju dovrSenje statusa svakog zahtjeva prema serveru.



7. Zarazena stranica

Ako je Vasa web stranica zarazena zlo¢udnim programom / kodom velika vjerojatnost je kako ¢e
posjetiteljima antivirusni program dojaviti upozorenje odnosno korisnici koji koriste Mozilla
Firefox web preglednik ¢e dobiti sljede¢u poruku:

Reported Attack Page!

This web page at www. .hr has been reported as an attack page
and has been blocked based on your security preferences.

Attack pages try to install programs that steal private information, use your
computer to attack others, or damage your system.

Some attack pages intentionally distribute harmful software, but many are
compromised without the knowledge or permission of their owners.

Why was this page blocked?

Ignore this warning

Kako biste uklonili problem savjetujemo Vam sljedeée korake:

Provjerite Vase lokalno racunalo od zlo¢udnih programa;

Promijenite FTP lozinku koju koristite za upload web stranica na server u sloZeniju, te ju ne
ostavljajte usnimljenu u FTP klijentu;

Skinite sadrZaj web stranica na lokalno rac¢unalo i provjerite ga antivirusnim programom, te ga
nakon toga ponovno postavite na server;

Unaprijedite Vasu web aplikaciju na najnoviju verziju;

ZatraZite ponovnu provjeru web stranice na sljedeéoj adresi:
https://www.google.com/safebrowsing/report_error/



https://www.google.com/safebrowsing/report_error/

Detaljno o zadnjem koraku moZete procitati na sljede¢im stranicama:

https://www.google.com/support/webmasters/bin/answer.py?answer=45432

http://www.stopbadware.org/home/reviewinfo

http://googleonlinesecurity.blogspot.com/2008/10/malware-we-dont-need-no-stinking.html

Postoji par nacina na koji netko moze zaraziti web stranicu:

Na racunalu preko kojega se logirate FTPom na nase servere imate program koji “pokupi” lozinku;

Web stranice sadrze greske u kodu koje omogucavaju izvrsavanje raznih Code injectiona

Brute force FTP racuna / lozinke, pogotovo kada je lozinka jednostavna.

Kako se Vasa web stranica nalazi na shared web hosting serveru, tako ste Vi sami odgovorni za to da
Vase lokalno racunalo nije zarazeno zlo¢udnim programima, da nemate greske u kodu web stranica
te da koristite sloZenije lozinke za FTP pristup.

Na nama je da sve komponente web servera u potpunosti budu nadogradene najnovijim
verzijama, te da sigurnost svakog korisnika ne bude ugrozena propustima drugih korisnika.


https://www.google.com/support/webmasters/bin/answer.py?answer=45432
http://www.stopbadware.org/home/reviewinfo
http://googleonlinesecurity.blogspot.com/2008/10/malware-we-dont-need-no-stinking.html
https://en.wikipedia.org/wiki/Malware
https://en.wikipedia.org/wiki/Code_injection
https://en.wikipedia.org/wiki/Brute-force_attack

8. Let's Encrypt

Napomena:

Kako biste na Vasoj domeni mogli koristiti certifikat, potrebno je pod 'Hosting Settings' omoguditi
opciju 'SSL/TLS support'

15 Kopo Testni (304037-6392) ~
kopo-ned.c-a.comhr

@+ep~  plesk

Webses & Damains
Hosting Settings for kopo-r

This Is where you configure website hosting settings and select the features available for your site.

@ websites & Domains

& Mail
Domain name * veww. kopo-ned.c-a.com.hr
B Files he website's domain name like exar
Hosting type Website
& Databases
Active
th statistics Document root * €/ httpdocs
The path to the website home direct
A users
Preferred domain * www.kopo-ned.c-a.com.hr
P9 Account kopo-ned.c-a.com.hr
® None

Security
To secure transactions with your site, use SSL/TLS protocol, which encrypts all data and transfers it over a secure connection. To employ SSUTLS, install an SSUITLS certificate on the site, and then select it below
@ SSUTLS support

@ Permanent S

safe 301 redirect from HTTP to HTTPS

Certificate Lets Encrypt kopo-ned.c-a.com.fr (kopo-ned.c-a.com.hr) ¥

Web scripting and statistics

Specify which of the following programming and scripting languages should be interpreted, executed or otherwise processed by the web server.
S51 support (use SS for *.htm, %.htmi files )
CGl support

@ Microsoft ASP support

@ Microsoft ASP.NET support (Version  3.5.30720.4926 )

Web statistics Webalizer

@ Custom error documents

Kao korisnik Iskon hostinga moZzete koristiti besplatan certifikat za osiguravanje Vase domene — Let's
Encrypt

Na Plesk sucelju pod 'Websites & Domains' odaberite 'Let's Encrypt'

Iskon L I o ik

Websites & Domains

@ websttes & Domains This Is whare you S8t up and manage websites. =
& Mai Add Domain 2 Add Subdomain 4 Add Domain Allas st
=" Scheculed T3

= s

kopo-ned.c-a.com.hr

~

[ {Catatasex Website at 5l hitpdocs/ 1P address: 213.202.100.77  System user: zkoponed6360hr

[ t ® = e ot

= -
L users anage atabases  Add Database

Account
L] SHOW LESS
ah
Domains. ~

E Il o z

‘Y 1t il = y

d -

» o
. . >
&
—-— g o i = DB
[ | e = secicates 15 Applicat ebsite

SHOW MORE




Upisite e-mail adresu na koju Zelite da Vam dolaze obavijesti za sami certifikat te potvrdite s 'Install’

Kopo Testni (304037-6392) ~

kopo-ned.c-a.com.hr

@rep~  plesk

@ Mail

s Emall addfress *

B Dstabases Lot I

ot statistics Select what else can be secured ¥ Include 3 “www" subdomain for the domain and each selected sliss

webmail on this domain

20

¥ Account Current certificate

rypt kopo-ned.

* Required fieids

Nakon Sto je certifikat instaliran, potrebno ga je odabrati pod 'Hosting Settings' iz padajucéeg
izbornika 'Certificate'

Kopo Testn (304037-6392) ~
Help
kopo-ned.c-a.com.hr O Hep

plesk
Websises & Domins

Hosting Settings for

This is where you configure website hosti

@ websites & Domains.
lable for your site

& wai

Domain name *
& Files
Hosting type
& Databases
Website status
Document root = £/ hitpdocs
& Users
Sreferred omain * wvawkopo-ned.c-a.comhr
9 Account kopo-ned.c-a.comnr
* None
Security

with your site, use SSUTLS protocol, whic s 5l dats and transfers it over a secure connection, To employ SSUTLS, install an SSUTLS certif @ site, and then sefect it below,

@ Permansnt SEO-safe 301 redirect from HTTP o HTTPS
Certficate Lets Encrypt kopo-ned.c-a.com.hy (kopo-ned.cacomhn) ¥
Web scripting and statistics

which of the following programming

0uld be interpreted, executed or otherwise processed by the web server.

SS1 support (use S5 for *.htm, * htmi files | 1)
Gl support

I Microsoft A

@ Microsoft ASP.

n 35307204926 v)

Web statistics

@l Custom error documents




9. Promjena ASP.NET verzije

Preko Plesk sucelja mozete promijeniti verziju ASP.NET-a tako da pod 'Websites & Domains' odaberete
'ASP.NET Settings'

Kopo Testni (304037-6392) v
kopo-ned.c-a.com.hr

@ Help~ ptebsk

@ Websites & Domains This Is where you set up and manage websites. =
& Mail Add Domain i Add Subdomain < Add Domain Alias o= "
=

&8 Files

kop com.hr

& Databases .
Website at 5 httpdocs/ 1P address: 213.202.100.77  System user: zkoponed6360hr

Statistics 1Y Hosting Sett $open W Pravie e jisable  Description
=
A Users e Manager a Databases ~ Add Database
or Select Existing Database
) Account
8 SHOW LESS

]

= ke Domains A

2 =t o
H = 3 %
& %
=, o8 . W fso e se B Decicted i Appica e
NE

Na slijedecoj stranici odaberete 'Change Version'

2= Kopo Testni (304037-6392) ~
elp ~
kopo-ned.c-a.comhr @neb~  plesk

sites & Domains.

: ASP.NET Configuration for kopo-ned.c-a.com.}
@ Websites & Domains

& mail

5 Restore
Change the ASP.NET version used by this domain ' Restore the default ASP.NET settings.

Framework version

Databases Version
il statistics Connection string manager

N Connection strings Localsalserver data s0urce= SQLEXPRESS Integrated Securlty=s5¢ g femove
¥ Account B A "

Custom error settings

Custom error mode RemoteOnly ¥

Custom errors R

Compilation and debugging
Default webpage language vo v

Switch on debugging

Globalization settings

Request encoding uth8

Response encoding utf8

File encoding windows-1250

Culture nvariant Y
Ul Culture nvariant v

Code access security

CAS trust leve Rl v
Session settings

Authentication mode Windows ¥

Session timeout (minutes) 20

Hspeeies “ m m




Odaberete jednu od ponudenih verzija i potvrdite s 'Apply'

Kopo Testni (304037-6392)
kopo-ned.c-3.com.hr

@rep~  plesk

iskon.

Websies & Damsins ko
Selecting the ASP.NET Version

The ASP.NET framework version

ed.cacomhr

@ Websites & Domains

& mail

® 3.5.30729.4926

= Files

& Databases




